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Abstract— We are interested in how evidence in a case fits to-

gether to support a judgment about the identity of an agent. We 

present a computational framework that extends to the cyber 

world although our current work focuses on physical evidence 

from a crime scene. We take Barwise’s situation theory as a 

foundation. Situations support items of information and, by vir-

tue of constraints, some carry information about other situations. 

In particular, an utterance situation carries information about a 

described situation. We provide an account of the support for an 

identity judgment (in an utterance situation called an id-

situation) that looks at building a case (called an id-case), like a 

legal case, since identity cases can lead to multiple situations that 

impact the value of our evidence. We have developed a novel 

situation ontology on which we built an id-situation ontology. To 

capture our current focus, we developed a physical biometrics 

ontology, a law enforcement ontology, and several supporting 

stubs. We show how a case can be encoded in the RDF in con-

formance with our ontologies. We complement our id-situation 

ontology with SWRL rules to infer the agent in a crime scene and 

to classify situations and id-cases. Combining possibly conflicting 

evidence is handled with Dempster-Shafer theory, as reported 

elsewhere. 

Keywords— ontologies; situation theory; identity framework; 

evidence; crime scene investigation 

I.  INTRODUCTION 

We are interested in how evidence in a case fits together to 
support a judgment on the identity of an agent. Though current 
work focuses on evidence from a crime scene, what is present-
ed here is a computational framework that extends to the cyber 
world. The Superidentity Project [1] represents the state of the 
art in identity. An element of identity has a type, and a charac-
teristic is a multiset of elements of identity of the same type. A 
superidentity is a set of characteristics. We, however, want an 
account of the support for an identity judgment that looks at 
building a case, like a legal case. We turned to situation theory 
as developed by Barwise et al. [2] for a robust representation 

of context and provenance. ‘Situation’ is their “name for those 
portions of reality that agents find themselves in, and about 
which they exchange information” [3]. We use Semantic Web 
standards, including RDF and OWL, to represent the infor-
mation present in a constellation of situations that relate to 
identity judgments. We have developed OWL ontologies, in-
cluding situation and biometrics ontologies, and have added 
SWRL rules to draw conclusions. For more on our ontologies, 
see [4], [5], and [6]. Our framework uses Dempster-Shafer 
theory for combining possibly conflicting evidence. This as-
pect is not covered here; see instead [6, 7] 

Kokar et al. present their own Situation Theory Ontology 
(STO) in [8] (see Section X), also formulated in OWL and 
based on situation theory but with a different structure for 
basic concepts. Our ontologies can be compared to the Cyber 
Forensics Ontology [9], an OWL-based ontology that supports 
classification and investigation of cyber-crime cases through 
the collection of documentation and evidence. The 
Crime_Case class connects to all other classes.  The Evidence 

class includes the evidence type and the collection process, 
including documentation of the professionals involved. We 
have no such class as we view the evidence as emerging from 
the information provided by situations as they assemble to 
form a case. Still, there are well-defined concepts in this on-
tology that are worth addressing,  

Identity-related situations (id-situations) include identity-
relevant actions (id-actions), which we analyze as assertions 
of identity statements even when the action includes non-
linguistic elements, such as gestures. For example, when I 
point and say, “(S)he stole it,” I use two ways to denote the 
same person, by pointing and by referring to them as an agent. 
Identity is an equivalence relation; a collection of identity 
statements partitions the set of denoting devices used into 
equivalence classes. Each such class denotes a unique individ-
ual. Assert an identity statement linking a denoting device in 
one class to one in another fuses the two classes, which are our 
analogues of superidentities.  



The remainder of this paper is organized as follows. The 
next section presents background on situation theory and the 
semantic web resources. Section III presents our running ex-
ample, Sections IV-VI discuss our physical biometrics ontolo-
gies, supporting ontologies, and our Situation Ontology. Sec-
tion VII presents our ID Situation Ontology and discusses how 
we represent our running example. Section VIII discusses the 
role of objects used as evidence in connecting situations, Sec-
tion IX discusses our SWRL rules, Section X compares our 
ontologies to similar ontologies, Section XI compares our 
framework with other research based on the notion of situa-
tion, and Section XII concludes.  

II. BACKGROUND 

Our background is largely situation theory for conceptual 
aspects and Semantic Web resources to express the ontologies 
and capture data. 

A. Situation Theory 

Situation theory was articulated by Barwise and Perry in 
Situations and Attitudes (1983) [2] and presented systematical-
ly by Devlin [10]. An infon is a basic item of information (a 
“state of affairs”—see [3]) denoted by an atomic proposition, 
relating one or more objects in a time and place. An infon also 
has a polarity to allow negative as well as positive facts. A 

situation s supports an infon  if the information available in s 

includes . A real situation is a part of reality and supports 
indefinitely many infons while an abstract situation is a finite 
set of infons, a type that can classify real situations. Situation 
theory is part of situation semantics, where we identify an ut-
terance situation, in which a speech act is performed, and a 
described situation, which it is about. Our id-situation is an 
utterance situation, and the corresponding crime scene is the 
described situation. A situation may carry information about 
another situation thanks to constraints, some natural (as in 
smoke means fire) and some conventional, such as those by 
which a speech act carries information about a described situa-
tion. 

B. Semantic Web Resources 

The Semantic Web is founded on W3C standards 
[W3C11]: RDF for representing simple facts, the RDF schema 
(RDFS) for extending the set of terms, and the more 
expressive OWL for authoring ontologies, that is, conceptuali-
zations of domains. An RDF statement (triple) has the form 
subject property object, where property is a binary relation 
term. This asserts that subject has object as its value for 
property (e.g., Fred hasWife Jill). To denote “resources” 
(things), RDF uses the Web’s uniform resource identifiers 
(URIs), which are unique across the Web. An individual may 
belong to one or more classes. A class may be a subclass of a 
class, and one property may be a subproperty of another. We 
may identify the domain or range of a property. OWL ontolo-
gies are supplemented with conditional rules in SWRL. To 
apply SWRL rules, we use the Pellet reasoner [11] to infer tri-
ples from relations in an OWL ontology.  

Semantic Web standards are apt for identity. There is no 
unique name assumption: two “names” (URIs) may refer to 
the same individual; we must allow for this in a web context. 

We may find later that two URIs do or do not denote the same 
thing. OWL’s handling of inverse functional properties (e.g., 
that established by issuing student IDs) provides clear means 
to infer identity triples. Related to the non-unique name as-
sumption is the open-world assumption, which fits well with 
situation theory as situations are partial information structures. 

III. RUNNING EXAMPLE 

We consider a crime scene where a theft has occurred at a 
party, and we have a list of possible suspects in the form of a 
guest list. Evidence from the scene includes a group photo-
graph from a security camera with one guest’s hand on the 
door to where the valuables were kept and a fingerprint from 
the doorknob of that door. The entire case consists of a con-
stellation of situations, centering around two separate id-
situations for the two pieces of evidence: the fingerprint and 
the snapshot. We thus have two id-cases.  

Situation s1 is the id-situation for the fingerprint, where an 
analyst compares fingerprints on file to the forensic one found 
at the crime scene (see Figure 1). For the comparison, each 
fingerprint, from the crime scene or from the police depart-
ment, must be taken and handled in its own situation. Thus, in 
each of the situations s3a-s3d, a suspect has their fingerprint 
taken by a forensic professional and put on file, and in situa-
tion s4, the criminal touches the doorknob, placing the forensic 
fingerprint. The crime scene investigation team then lifts the 
fingerprint from the doorknob in situation s5 so that it may be 
compared against the fingerprints on file. 

 

 

Fig. 1. The fingerprint id-case 

Similarly, the id-situation for the security camera image, 
s2, is supported by its own constellation of situations forming 
an id-case (see Figure 2). A forensic professional takes a mug-
shot of each suspect in situations s6a-s6d. Those mugshots are 
then compared with the security camera image in s2. The secu-
rity camera records the group in situation s7, which acts as an 



utterance situation that produces a photo as a persistent de-
scription (unlike the fleeting speech of a spoken utterance) of 
situation s8, the actual occurrence of a group standing near the 
door and someone touching the doorknob while at the party. 
Situation s4, where a fingerprint is left by touching the door-
knob, is a part of situation s8, the larger scene of what occurred 
at that moment at the party. 

 
Fig. 2. The mugshot id-case 

IV. THE PHYSICAL BIOMETRICS AND PHYSICAL FEATURES 

ONTOLOGIES 

This section presents the ontologies that are important be-
cause of the current focus on crime scene investigation. We 
refer to a class one level down from C in the subclass hierar-
chy as a child of C. A top-level class is a class that is a child of 
the most general class, Thing. We do not generally use prefix-
es with class and property names but rather rely on context. 

Where p is a property, we use the notation p: d  r  to indi-
cate that p’s domain is d and range is r.  

In the Physical Biometric Ontology, class PhysicalBio-
metricRegistration (PBR) is a child of class Situation; an 
instance of it is a situation where a forensic professional regis-
ters some depiction of a surface feature of a person to use for 
biometric identification. Class SurfaceFeature is defined in 
the Objects Ontology, and subclasses of it that relate to the 
human body (denoting, e.g., the friction ridges on one’s fin-
gers) are defined in the Physical Features Ontology. We define 

the property captures: PBR  SurfaceFeature, which is 
functional. We define the top-level class BiometricArtifact 
for those things (e.g., fingerprints, mugshots) created in the 
registration process as well as similar things from a crime sce-
ne. It has a child, BiometricImage, which itself has children 
for fingerprint, facial, and group images: Property produces: 

PBR  BiometricArtifact, is functional and inverse func-

tional, and depicts: BiometricArtifact  SurfaceFeature is 
functional. 

Physical biometrics records images of surface features of 
parts of the human body, specifically parts of the eye, which is 
part of the head, and each finger, which is part of a hand. So, 
in the Physical Feature Ontology, as children of class Physi-
calObject (from the Object Ontology) we have HumanBody 
and HumanBodyPart. From the Object Ontology, we have 
the a transitive hasPart property. The subproperties of this in 
the Physical Features Ontology record the structure of the hu-
man body. Also from the Object Ontology, we have the prop-

erty hasFeature: PhysicalObject  SurfaceFeature, which 
is inverse functional. Since our ultimate interest is in identify-
ing people, we relate all these features to the person who has 
them. 

V. SUPPORTING ONTOLOGIES 

Figure 3 shows the ontologies for this project and the in-
clusion relations among them. An arrow goes from an includ-
ed ontology to one that directly includes it. Most of the ontol-
ogies include the FOAF ontology (not shown). The previous 
section covered the chain of ontologies on the right of this 
figure, which relate to the physical biometric aspects that we 
model at this stage in our framework. The main interest is in 
the ID Situation Ontology (specializing of the Situation Ontol-
ogy), which could relate to any methods for identifying agents, 
not just a biometric one. In this section, we cover supporting 
ontologies: We created very simple Geopolitics and Geogra-
phy Ontologies, which are essentially stubs. We are currently 
reviewing standard ontologies and will include fragments of 
them in place of our stubs. The Procedures Ontology is for 
automated procedures that play a role in processing evidence. 
It is currently a stub with one top-level class, Procedure, with 
a subclass for procedures to measure the similarity between 
two biometric artifacts.  

 

Fig. 3. The ontologies and their inclusion relations 

The most important of the supporting ontologies is the 
Law Enforcement Ontology. The FOAF ontology has a top-
level Agent class with children Organization and Person. We 
provide a child LawEnforcementAgency of Organization 
and a child LawEnforcementProfessional of Person and 
formulate subclasses of it to capture the relevant kinds of per-
sonnel. We also provide a child Suspect of Person for those 
on the other side of the law. With respect to LawEnforce-
mentProfessional, individuals who handle evidence are gen-



erally from law enforcement, and an emerging standard is for 
them to be certified as forensic professionals.  Children of this 
class include ForensicProfessional (for criminal justice lab 
scientists or CSI professionals), PoliceOfficer (for those with 
the power to enforce the law), PoliceInvestigator (for the 
investigators), and ProsecutionProfessional (for legal staff). 
There is an affiliation property associating agents with organi-
zations and a certification property associating forensic pro-
fessionals with certificates. Our Personal Records Ontology 
defines a child Record of FOAF Document and a child Po-
liceRecord of Record along with an inverse-functional prop-
erty hasRecord. 

VI. THE SITUATION ONTOLOGY 

The main classes in the Situation Ontology are Situation 
and Infon. To keep things simple, we associate time and loca-
tion with a situation rather than with its infons. There is a re-
flexive and transitive object property includes to indicate 
that one situation is a part of another. The property relating 
infons to situations is supports. There is also a functional 
property references: Infon  Situation for an item of 
information referring to a situation (as in an utterance). Since 
all our examples involve only positive polarity, we ignore po-
larity here.  

We encode the relation in an infon by defining a different 
child of Infon for each relation. Each role (argument position) 
in a relation is represented by a property with the correspond-
ing subclass of Infon as its domain and a range class or 
datatype providing appropriate values for that argument posi-
tion. This scheme overcomes RDF’s restriction to binary rela-
tions and allows for variable-arity relations. Most subclasses 
of Infon are defined in the ID Situation Ontology since they 
relate to identity and biometrics.  

VII. THE ID SITUATION ONTOLOGY AND ENCODING OUR 

RUNNING EXAMPLE 

Here we present the children of Infon for the fingerprint 
id-case and illustrate their use by describing the RDF encoding 
in one situation. We then give an overview of the mugshot id-
case. We then discuss possible children of Situation and the 
class IdCase.  

A. The Fingerprint Id-Case 

s1 is the id-situation for the fingerprints. It supports two es-
sential infons, both instances of children of MatchingFpInfon 
(a child of Infon), which is information that an attempt is 
made to match a fingerprint from the scene against a recorded 
fingerprint. One child of this class is AnalystMatchingFpIn-
fon, information that an attempt is made to match a fingerprint 
from the scene against a recorded fingerprint, and the other is 
SimilarFpInfon, information on the similarity measure for the 
match and the procedure giving this measure. For the first sus-
pect, s1 supports the following two infons (denoted by blank 
nodes, with “_” in place of a prefix). The N3 notation allows 
us to represent multiple triples with the same subject by listing 
the subject once followed by the predicate-object pairs sepa-
rated by semicolons.  

 

_:i11a a idterms:AnalystMatchingFpInfon; 

     idterms:fpAnalyst forprof:117; 

 idterms:fpObserved forensicfp:652; 

 idterms:fpRecorded fpfile:496;… . 

_:i1a a idterms::SimilarFpInfon; 

 idterms:fpObserved forensicfp:652; 

 idterms:fpRecorded fpfile:496; 

 idterms:simMeasure "0.92"; 

 idterms:simProc similar:Proc1;… . 

For URI prefixes, we use idterms for the ID Situation On-
tology. We assume that the relevant agency has indexed the 
individuals with natural numbers that serve as unique identifi-
ers. We introduce prefixes for individuals thus indexed: 
forprof for forensic professionals, forensicfp for fingerprints 
collected at crime scenes, and fpfile for fingerprints on file. 
We also assume unique identifiers with prefix similar for the 
procedures used to measure the similarity of samples. The 
same pair of fingerprints appears in both infons. There are 
similar pairs of infons for the other suspects.  

s3a is the situation where the fingerprints of the first subject 
were taken and recorded. It supports one essential infon, 
which is the information that a forensic professional takes the 
fingerprint of a subject. There is one such infon for each of the 
remaining three situations. s4 is the described situation, where 
someone (yet to be identified) leaves their fingerprint on the 
doorknob. There are two essential items of information here, 
that the fingerprint is on the doorknob, and that some suspect 
left their fingerprint on a thing. There is, however, a gap in our 
knowledge since we do not know the identity of the suspect; 
the point of the investigation is to assert a triple identifying the 
fingerprint producer. s5, where the fingerprint on the doorknob 
is lifted, has one essential item of information, that a forensic 
professional lifts a fingerprint that is on something.  

B. The Mugshot Id-Case 

s2, the id-situation for the mugshots, supports two essential 
infons similar to those in the fingerprint id-situation, s1. The 
photo of the culprit is just a part of the photo that the officer 
took: the part showing their face. s6a, where the mugshot of the 
first subject was taken and recorded, supports one essential 
infon that a given forensic professional takes and records a 
mugshot of a suspect with a given camera. There is one such 
infon for each of the remaining three situations.  

s7, where a forensic professional takes a picture, has two 
significant infons. One is that a certain officer takes a picture 
of a given situation with a given camera thereby producing a 
given group photo. s7 is an utterance situation since it produc-
es an artifact that by convention carries information about an-
other situation, viz., s8. The other significant infon in s7 is that 
a certain group is in the described situation, s8. When our cul-
prit is identified, we add a triple asserting that they are a 
member of the group.  

The described situation, s8, has one significant infon, for 
the touching. The toucher has yet to be identified, so all we 
have is the touched object, the doorknob. Once we have identi-



fied the culprit, we add a triple for the toucher. This infon is 
supported by the described situation while s7 carries this infon 
by virtue of the photo it produces. There is a part-whole rela-
tion between s4, where the suspect touches the doorknob, and 
s8, the situation caught on film in situation s7.  

C. Situation Classes and Id-Cases 

The ID Situation Ontology has subclasses of class Situa-
tion. Such a class is an abstract situation. We have, for exam-
ple, subclass PicID for a mugshot-based id-situation. Deter-
mining whether a given situation is an instance of a situation 
class is a classification problem. This ontology also has a class 
IdCase for a constellation of situations making up id-cases. 

Property hasSituation: IdCase  Situation relates an id-case 
to its constituent situations and has subproperties hasRe-
sourceSituation and hasIdSituation (a functional property). 
There is an equivalence property coordindatedIdCase: 

IdCase  IdCase that relates id-cases that address the same 
“case” (like our mugshot and fingerprint cases). There are sub-
classes of IdCase. In Section 9, we consider SWRL rules for 
classifying situations and id-cases. 

VIII. OBJECTS AND THE CHAIN OF CUSTODY 

Situations (or events) and objects are complementary [12]. 
Objects are created, copied, changed, and destroyed in situa-
tions, and situations contain objects variously related. Alt-
hough our point of departure is situations, objects are signifi-
cant at several points. Some objects are passive participants 
while others, such as the camera, play essential roles in captur-
ing evidence. To support our conclusions from the evidence, 
we may need to fall back to facts about these objects.  

The objects of primary interest are biometric artifacts, 
threads that stitch together situations. In the mugshot id-case, 
for example, mugshots are recorded (situations s6a-s6d), provid-
ing objects used in id-situation s2, and a group picture is taken 
at the scene (s7), providing the facial image against which the 
mugshots are compared. In a legal setting, if biometric arti-
facts are to serve as evidence, we need guarantees that they are 
genuine all along the chain. Chain of Custody (CoC) theory 
addresses what is needed “to ensure the integrity of evidence” 
through requiring the mapping of who, what, where, and how 
evidence is collected and handled [13]. There are essentially 
four types of evidence typically used in legal proceedings 
governed by the rules of evidence: real, demonstrative, docu-
mentary, and testimonial [14]. Our computational framework 
facilitates application of CoC theory and (for now) focuses on 
real evidence: tangible evidence used to prove a fact that is at 
issue in a case [14].  

IX. SWRL RULES  

SWRL rules allow us to infer new triples and thus fill in 

our descriptions of objects, situations, and agents based on 

triples already in our ontologies. Functional and especially 

inverse functional properties let us conclude identity (cf. 

owl:sameAs) directly. Consider the following rule: 

FingerprintImage(?m1), FingerprintImage(?m2),  

SurfaceFeature(?x1), SurfaceFeature(?x2),  

depicts(?m1, ?x1), depicts(?m2, ?x2),  

matches(?m1, ?m2),  

Person(?p1), Person(?p2),  

personHasFeature(?pl, ?x1),  

personHasFeature(?p2, ?x2)  

-> 

sameAs(?pl, ?p2) 

The antecedent here states that both ?m1 and ?m2 depict a 
fingerprint surface feature; person ?p1 has feature ?x1, and 
person ?p2 has feature ?x2. The consequence is that ?p1 and 
?p2 are identical because both fingerprints align to the same 
person. This relies on personHasFeature being inverse func-
tional. The above rule can apply to any kind of biometric im-
ages by replacing the first two atoms in the antecedent with  

BiometricImage(?m1), BiometricImage(?m2). 

In the rest of this section, we first consider a rule for filling in 
the missing agent in a described situation and considering 
rules for classifying situations and id-cases.  

A. Identifying the Culprit 

Typically, there is a described situation where the culprit is 
unidentified, and we have an id-situation where the evidence is 
presented for pronouncing a judgment on the identity of the 
culprit in the described situation. For example, in the finger-
print case, s4 is the described situation, where someone yet to 
be identified leaves their fingerprint on the doorknob. Match-
ing fingerprints on file against the fingerprint from the door-
knob takes places in the id-situation, s1. Once we have an iden-
tity judgment, we can fill in the value for the fpProducer 
property for the instance of LeaveFpInfon supported by s4. 
We have created a rule that does the updates subsequent to 
identifying the culprit. This includes supplying toucher in 
TouchInfon and an agent in AgentInfon for the described 
situation s8. We also assert a triple of the form x sit-
terms:agentInSit s, indicating the x is the agent of interest in 
situation s. This is top-level information not associated with 
any other situation that provides one way of identifying the 
agent. Note that inference will generally identify several sus-
pects as “the” culprit since inference does not consider the 
goodness of biometric matches; we handle level of evidence 
with Dempster-Shafer theory [6], our application of which is 
not covered here. 

B. Classifying Situations and Id-Cases 

We need abstract situations as types to classify real situa-
tions and abstract id-cases to classify constellations of situa-
tions in a way conducive to identification. The ID Situation 
Ontology has subclasses of class Situation, essentially abstract 
situations, and it has an IdCase class, which has subclasses for 
classification. Determining whether a given situation should be 
an instance of a given situation class is a classification problem 
that hinges on whether the real situation supports certain infon 
subclasses. When we described our running example, we de-
scribed real situations, but the descriptions themselves, where 
we talked about essential infons, basically formulated abstract 
situations. Our classifying SWRL rules, then, have the form 
Situation(?s), … -> SituationSubClass(?s).  

The conditions that fill in the ellipsis relate to the infons 
that ?s has, one or more sequences like supports(?s, ?i), In-



fonSubClass(?i), …, The ellipsis here is filled in with specif-
ics on the roles of the relation represented by the infon. We 
could also classify an instance ?c of IdCase as an instance of a 
subclass, say, IdCaseS, of IdCase. In doing so, we would 
identify which situations in ?c are resource situations and 
which one is the id-situation. Finally, we have a SWRL rule 
for determining that an instance of the mugshot id-case and an 
instance of the fingerprint id-case are coordinated by checking 
that we have one and the same described situation.  

X. SIMILAR ONTOLOGIES 

Two standard ontologies similar to our own are PROV-O 
and STO, which we address in turn. The W3C has established 
a specification called PROV for expressing provenance infor-
mation [15] and a corresponding OWL-based ontology, 
PROV-O [16]. Its emphasis is on the provenance of digital 
products. The main classes of PROV-O include Entity, Activi-
ty, and Agent. An entity may be utilized in an activity, while 
an activity may generate an entity. An agent takes a role in an 
activity it is responsible for and thereby has entities attributed 
to it. Times are linked to major events, including when an enti-
ty was created or used and when an activity started and ended. 
The closest content in PROV-O to our Situation Ontology is 
Activity. Provenance in our ontology is indicated by relations 
among situations in a case.  Situations are connected by ob-
jects (Entities) that cross situations. Our Situation and Id-
Situation ontologies are fundamentally different from PROV-
O as we explicitly construct cases from situations, thereby 
assembling the evidence.  

Kokar et al. [8] developed their own Situation Theory On-
tology (STO) motivated in part by the need for clear concepts 
in situation awareness. (See Kokar and Endsley [17] for a gen-
eral overview of STO addressing situation awareness.) STO 
encodes most of the formalism developed by Devlin [10] in an 
OWL ontology.  In contrast, our framework utilizes Devlin’s 
work as a general meta-level specification, typically without 
explicitly encoding notions in OWL. STO puts emphasis on 
described (or “focal”) situations. Its primary focus is on situa-
tions supporting infons, with little attention on a situation car-
rying information about another. Our major concern is with 
evidence, which typically relates to things not present.  The 
crux for our framework is the id-situation, an utterance situa-
tion, making critical pronouncements about the described situ-
ation.  While Barwise and Devlin address information carried 
through speech acts in a natural language, we emphasize in-
formation carried by the production, transfer, and use of ob-
jects. 

STO explicitly represents in OWL relations (properties) 
between situations (utterance situation and focal situation, 
focal situation and resource situation), and it expresses con-
straints between situation types in OWL. For us, objects and 
agents cross situations, stitching them together to form a case, 
which captures the evidence-relevant relations among the situ-
ations. (Sometimes, however, an infon explicitly refers to an-
other situation, as in the case of the crime-scene photo.) The 
constraints arise from the conventions followed in investiga-
tion, with a foundation in the properties of things. Our Situa-
tion ontology is smaller than STO, introducing little more than 
situations and the infons they support, and our Id Situation 

Ontology introduces id-cases. While STO has a property that 
relates an infon to a relation, we have subclasses of Infon cor-
responding to relations. We make a bigger point out of the 
partial nature of situations. If there is no information regarding 
a given argument in a relation, we just omit it.  

We agree with STO on the importance of inference when 
managing information carried or supported through situations. 
Our approach is consistent with STO since we address a 
broader scope (e.g., situations constructing a case).  STO also 
encodes much of what we leave at the meta-level of our 
framework.  

XI. SITUATION MANAGEMENT AND AWARENESS 

The two research areas that lay claim most strongly to the 
notion of situation are situation management (SM) and situa-
tion awareness (SA). We here summarize how these areas 
relate to our framework, starting with SM. Jakobson et al. de-
fine SM as a “goal-directed process of (a) sensing and infor-
mation collection, (b) perceiving and recognizing situations, 
(c) analyzing past situations and predicting future situations,” 
and (d) planning so that goals are reached while meeting con-
straints [18]. The three aspects of SM are the investigative 
aspect (past), the control aspect (present), and the predictive 
aspect (future). Our concerns are clearly with the investigative 
aspect. In SM, this is the realm of “retrospective analysis of 
causal situations,” but, for us, the operative notion is not cau-
sality but evidence. We, unlike SM, are concerned with human 
activity; the constraints that allow evidence to arise and com-
bine in a case are constraints of human convention. SM does 
not address how one situation carries information about anoth-
er or how situations fit together to form a case.  

SA is generally an issue in complex, dynamic contexts. 
According to Endsley [19], SA is “the perception of the ele-
ments in the environment …, the comprehension of their 
meaning and the projection of their status in the near future.” 
For us, only comprehension (“the integration of multiple piec-
es of information and a determination of their relevance to the 
person’s goals”) is critical as our situations generally are not 
very dynamic. A precondition of our building a case is that we 
actually trust information from multiple situations. Trust, in 
fact, has been found to be important in SA, specifically, trust 
in automation and in our collaborators. Parasuraman et al. [20] 
found that trust in automation lets us reduce mental workload 
and thus enhance SA. An id-situation depends on trust in oth-
ers in resource situations and on trust in the artifacts and pro-
cesses produced or followed in resource situations. Trust ties 
in with comprehension since an investigator trusts what is 
provided by resource situations without need to consider their 
details and effectively follows a script coordinating with those 
performing tasks in resource situations. 

XII. CONCLUSION 

We have reported on our computational framework for the 
identity of agents, which emphasizes evidence for asserting 
that an individual picked out in one way is the same as that 
picked out in another. Our framework rests on situation theo-
ry. For establishing identity, we assemble a case (as in the 
legal sense) as a constellation of situations with one or more 



id-situations, where judgments are made identifying the cul-
prit. An id-situation is an “utterance situation,” and the crime 
scene is the corresponding described situation. There are re-
source situations that produce biometric artifacts, which tie 
together the situations as long as the chain of custody for the 
evidence is respected. There are domains here with well de-
termined (if implicit) conceptualizations, captured as OWL 
ontologies. Our Situation Ontology supports our ID Situation 
Ontology for situations and constellations of situations in-
volved in id-judgements and evidence (or cases) supporting 
them. We complement this with SWRL rules that classify situ-
ations and id-cases. Our Physical Biometrics Ontology relates 
to our ID Situation Ontology, and we have a Law Enforcement 
Ontology. We leverage these conceptualizations for a frame-
work that can incorporate a wide variety of evidence for iden-
tifying agents. In an aspect not covered here, Dempster-Shafer 
theory is used in combining possibly conflicting evidence—
see [6].  

We are working on physical biometrics as per crime scene 
investigation, which is a good starting point as procedures here 
impact legal proceedings and so are subject to scrutiny, proto-
col, and policy. In working with online authentication [21], we 
are addressing behavioral biometrics (e.g., swipe patterns on 
mobile devices). We intend eventually to address any kind of 
evidence for identity and to develop ontologies as required. 
We are developing a webpage interface to this framework. The 
Criminal Justice program at North Carolina A&T State Uni-
versity will use it in four of its courses and in its signature co-
curricular project [22]. The work reported here could have 
significant impact in several areas. Besides criminal justice, 
our framework can apply to online authentication and online 
search for individuals from partial descriptions. 
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